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Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get “hacked” is due to having weak or default passwords. It is
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and thermal imaging
camera firmware up-to-date to ensure the system is current with the latest security patches and fixes.
“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly

Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:

e Change default HTTP and TCP ports for systems. These are the two ports used to communicate and
to view video feeds remotely.

e These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports
reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:

Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices
and recorder.

4. Enable IP Filter:

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing
the system.

5. Change ONVIF Password:

On older IP Camera firmware, the ONVIF password does not change when you change the system’s
credentials. You will need to either update the camera’s firmware to the latest revision or manually
change the ONVIF password.

6. Forward Only Ports You Need:

e Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of numbers
to the device. Do not DMZ the device's IP address.

e You do not need to forward any ports for individual cameras if they are all connected to a recorder on
site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:

Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials from
accessing the system.

8. Use a Different Username and Password for SmartPSS:

Cybersecurity Recommendations |



In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.

9. Limit Features of Guest Accounts:

If your system is set up for multiple users, ensure that each user only has rights to features and functions
they need to use to perform their job.

10. UPnP:

e UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials defaulted,
you may end up with unwanted visitors.

e If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.

11. SNMP:

Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.

12. Multicast:

Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.
13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.

14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve

this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.
15. Connect IP Cameras to the POE Ports on the Back of an NVR:

Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly. And the condition above is only for cameras with PoE ports.

16. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.
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FCC Information

ACAUTION

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

FCC conditions:

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:

e This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause
undesired operation.

FCC compliance:

This equipment has been tested and found to comply with the limits for a digital device,
pursuant to part 15 of the FCC Rules. This equipment generate, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the guide, may cause
harmful interference to radio communication.

e For class A device, these limits are designed to provide reasonable protection against
harmful interference in a commercial environment. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

e For class B device, these limits are designed to provide reasonable protection against
harmful interference in a residential installation. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.
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General

This user’s manual (hereinafter referred to as "the Manual") introduces the characteristics,
basic configurations, daily operation and maintenance of the thermal camera (hereinafter
referred to be "the Device").

Thermal hybrid camera contains all the binocular and trinocular cameras.
Models
TPCS5 series

Safety Instructions

The following categorized signal words with defined meaning might appear in the Manual:
Signal Words Meaning

Indicates a high potential hazard which, if not avoided, will result in
A DANGER | death or serious injury.

Indicates a medium or low potential hazard which, if not avoided,
A WARNING | could result in slight or moderate injury.

Indicates a potential risk which, if not avoided, could result in
A CAUTION property damage, data loss, lower performance, or unpredictable

result.
@= TIPs Provides methods to help you solve a problem or save you time.
Provides additional information as the emphasis and supplement to
NOTE
the text.
Revision History
No. Version Revision Content Release Time
1 V1.0.0 First release. January 13, 2017
2 V1.0.1 "Cybersecurity Recommendations" added. | October 18, 2017
e Content about device initialization
added.
e Interface screenshots updated.
3 V1.0.2 e Description of reserved spots’ input February 1, 2017
and output added.
e Content about safety management
added.
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No. Version Revision Content Release Time
e Function of safety management
modified.
4 V1.0.3 e Parameters of camera modified. July 15, 2018

e Screenshots of interfaces updated.
e GDPR requirements added.

Privacy Protection Notice

As the device user or data controller, you might collect personal data of others such as face,
fingerprints, car plate number, Email address, phone number, GPS and so on. You need to be
in compliance with the local privacy protection laws and regulations to protect the legitimate
rights and interests of other people by implementing measures include but not limited to:
providing clear and visible identification to inform data subject the existence of surveillance
area and providing related contact.

About the

Manual

The Manual is for reference only. If there is inconsistency between the Manual and the
actual product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the Manual.
The Manual would be updated according to the latest laws and regulations of related
regions. For detailed information, see the paper manual, CD-ROM, QR code or our official
website. If there is inconsistency between paper manual and the electronic version, the
electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The product
updates might cause some differences between the actual product and the Manual. Please
contact the customer service for the latest program and supplementary documentation.
There still might be deviation in technical data, functions and operations description, or
errors in print. If there is any doubt or dispute, please refer to our final explanation.
Upgrade the reader software or try other mainstream reader software if the Manual (in PDF
format) cannot be opened.

All trademarks, registered trademarks and the company names in the Manual are the
properties of their respective owners.

Please visit our website, contact the supplier or customer service if there is any problem
occurred when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.
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1.1 Overview

Thermal Hybrid Camera is based on requirements such as temperature measurement, fire
prevention, safety protection and night vision. This product can help you view videos, videotape
an object, test temperature, warn the potential fire, track a cold/hot spot and analyze a special
behavior. This product can be used in energy industry, transportation, building, power system,
public security, government, enterprises, and other fields (such as science, education, culture
and health). You can use the product alone or combine the product with other storage devices
to provide solutions for safety/intelligence city, production safety, safety protection of residential
buildings and public area safety.

1.2 Features

e Safe and stable.
With a full embedded system, this Device can implement all-day monitoring in a stable
way.

e Along detection distance.
Wide monitoring range and long detection distance. Used for surveillance of wide range
and long distance.

e  Strong detection ability.
With night vision ability, this Device can clearly distinguish different objects in the dark and
can tell camouflage and hidden objects.

e  Strong anti-interference ability.
This Device can get rid of interference of light intensity under backlight or strong light
environment.

e Adaptive capacity to complex environment.
Applicable to such environment as smoke, smog, rain, snow, and dust which will block your
eyes and is very confusing in colors.

This product can be used in various scenarios and the "small application scenarios” is taken as
an example here for detailed description. See Figure 1-1.
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Figure 1-1 Application scenarios

1.3 Functions

Live

Table 1-1 Function description

Function Description
Real-time You can view both the visible images and thermal images.
preview You can use thermal images to identify an object, and then use visible

images to view more details of the object.

For those cameras with PTZ, you can use the PTZ to operate the

cameras to enlarge the surveillance range and identify details of an

object.

e You can set a bullet camera’s PTZ functions such as preset, tour,
pattern, assistant and wiper.

e You can set a speed dome’s PTZ functions such as preset, tour,
pattern, horizontal rotation, PTZ speed, free action, boot action
and timing task.

For cameras with voice intercom function, you can talk indoors with a

person near the outdoor monitor to facilitate problem solution.

PTZ operation

Voice intercom

When previewing, you can snapshot an abnormal image for further
check and handling.
When previewing, you can record abnormal images for further check

Snapshot

Local recording

and handling.
Real-time For cameras with temperature measuring, you can check the real-time
reports temperature data of your monitoring area.
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Function
Real-time spot
temperature
measurement

Description

For cameras with temperature measuring, you can check the real-time
temperature data of any spot in your monitoring area.

For cameras with laser ranging, you can measure the distance

between the camera and the object in the middle of the image.

e  Switch video bit stream or streaming protocol.

e The visible image will be adjusted to the relevant location when
you zoom in or out the thermal image.

e Mark information you need in the surveillance image.

e Check whether there is any alarm output.

Additional e Magnify part of the surveillance image. Or, scroll the mouse to

functions zoom the whole surveillance image.

e You can help the camera focus manually on the web interface.

e Set asmart rule. When the rule is broken and an alarm is
triggered, you can track the target manually.

e Adjust display effect of the surveillance images.

e Boot up or shut down the intelligent rule display.

Laser ranging

Playback
Table 1-2 Description of playback function
Function Description
Videotaping When playing back a video, you can record the key information of the
manually previous video for further check and handling.
Planned . . .
, After you set a recording plan, the system will record automatically.
recording

e Play back a previous video to find some valuable video
fragments.
e Download the valuable video fragments for further judgment.

Video playback
and download

Picture playback | Play back pictures you have snapshot to find something valuable.

Relay activation | When there is an alarm, the system will videotape automatically.

Report

You need to follow certain rules such as time sequence to check history data of temperature
saved in the device Micro SD card.

Alarm

e Set prompting mode (sound, for example) based on the alarm type.
e View alarm information.

Account Management

Table 1-3 Function description

‘ Function ‘ Description

Product Introduction 3



Management of e Add, modify or delete an account group.

user group e Manage user permissions based on user groups.
User e Add, modify or delete a user account.
Management e Set the user permissions.

Change

Change users’ admin password.

password

External Device Management

You can manage your camera’s external devices such as heater, fill light and wiper.

Intelligent Thermal Imaging

Table 1-4 Function description
Function Description
e Both visible channel and thermal channel have intelligent behavior
analysis, including tripwire, area intrusion, abandoned object and
missing object.
e When there is an alarm, you can implement following operations
at the same time such as linkage video recording, alarm output,

Intelligent email delivery, PTZ operation and screenshots.

Behavior e Supports addition of detection area and exclusion area. You can

Analysis also filter disturbances and shadows, save the target objects you
need, and lower false alarms caused by ripple on the water
surface.

e For thermal channel, you can set the parameter of misinformation
caused by waving water to reduce the misinformation.
e You can set the tracking mode in the linked tracking function.

e Both visible channel and thermal channel have fire warning.
e When there is an alarm, you can implement following operations

Fire warnin . . . .
g at the same time such as linkage video recording, alarm output,
email delivery, PTZ operation and screenshots.
e  Only thermal channel can implement the cold/hot spot tracking
operation.
e  Supports real-time display of surveillance scenario’s cold spots
Cold/hot spot PP . pay . P
trackin and hot spots according to different colors.

g e When there is an alarm, you can implement following operations
at the same time such as linkage video recording, alarm output,
email delivery, PTZ operation and screenshots.

_ _ e  Only visible channel can implement the picture in picture
Picture in )

. operation.
picture . . S

e You can put the thermal image into the visible image.
Event
Table 1-5 Function description
‘ Function Description
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Function Description

e You can implement operation of motion detection and video masking
detection.

Video detection e When there is an alarm, you can implement following operations at

the same time such as linkage video recording, alarm output, email

delivery, PTZ operation and screenshots.

e  Supports detection of input exception and mutation of acoustic
intensity.

Audio detection e When there is an alarm, you can implement following operations at

the same time such as linkage video recording, alarm output, email

delivery, PTZ operation and screenshots.

e When temperature satisfies the alarm conditions of temperature

testing rules, an alarm is triggered.
Temperature . . . .

| e When there is an alarm, you can implement following operations at
alarm
the same time such as linkage video recording, alarm output, email

delivery, PTZ operation and screenshots.

e The alarm is triggered when there is an alarm from external device.
. e When there is an alarm, you can implement following operations at
Alarm settings ) . . . .
the same time such as linkage video recording, alarm output, email

delivery, PTZ operation and screenshots.

e  Supports detection of SD card or network abnormality and illegal
access.

e When there is SD card abnormality or illegal access, you can

Abnormality implement following operations at the same time such as linkage
video alarm output, and email delivery.

e When there is an alarm of network abnormality, you can implement

following operations at the same time such as linkage video

recording, and alarm output.

Temperature Measuring Settings

This function is available on select model.

Table 1-6 Function description

Function Description

e  Supports measuring spot, line, polygon and ellipse’s average

temperature, maximum temperature and minimum temperature.
Temperature . . .
. e  Supports outputting alarm based on different conditions.
measuring rules ) ) . . .
e  Supports setting different alarm output conditions to different objects

that need to be measured.

e  Supports temperature contrast of different objects that needs to be

measured.
Temperature . . .
rast e  Supports outputting alarm based on different conditions.
contras
e  Supports setting different alarm output conditions to different
temperature contrast rules.
Supports outputting real-time heat map information. Then, you can do the
Heat map

further analysis through the heat map tools.
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Function Description
N e  Supports enabling or closing temperature testing rules.
Additional ) o
) e  Supports enabling or closing isotherm.
functions

e  Supports enabling or closing color code articles.
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2.1 Device Initialization

When using the Device for the first time or after the Device is restored to factory settings, you
need to initialize the Device. To initialize the Device, you can log in the web client or use the
ConfigTool. Web client is taken as an example for detailed description.

A\

e The Device cannot be used if not initialized.
e To secure your admin account, please keep the password properly and change it regularly.
e Device initialization can be implemented only when the device IP address (192.168.1.108
by default) and the PC IP address are in the same network segment.
Step 1 Open browser, enter camera default IP address in the address bar, and then press
Enter.

[

The default IP is 192.168.1.108.
After logging in the device, the Device Initialization interface is displayed. See Figure
2-1.

Figure 2-1 Device initialization

Device Initialization

Username admin

Password
The minimum pass phrase length is 8 characters

Confirm Password

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol({s) with at least two kinds of them.(please do notuse
special symbols like "™ &)

Email Address
To reset password, please input properly or update in time.

Save

Step 1 Set the login password of admin user and reserve your phone number.
LL1

e The phone number you have reserved is used for password reset. And this
function is set by default. When you forget the password, you need to scan the
QR code to reset the password. And the phone number you have reserved will be
used to receive the safety code. Then, by the safety code, you can reset the
password of admin user.

e If you do not set a number for reservation or you need to change the reserved
number, you can follow the path Setting > System Management > User

Basic Settings 7




Management > User Management > User to implement the settings. See "2.4
Resetting Password" for more details.
Step 2 Click Save to complete initialization.
After you have initialized the Device, if the Online Upgrading is displayed, please
operate according to the interface prompts.

2.2 Modifying IP Address

Default IP address of all devices is 192.168.1.108. When you use the Device for the first time or
there is change of the network, modify IP address of your device according to network planning.

You can modify one or several IP addresses through ConfigTool. You can also log in the web
client to modify IP addresses.

2.2.1 Modifying One IP Address

When there are only a few devices or the login passwords of devices are different, you can
modify only one IP address at one time. Logging in WEB client to modify IP addresses is taken
as an example for detailed description.
Step 1 Log in web interface from the IE browser.
L1
e The default IP is 192.168.1.108.
e The default user is admin. The password is the one that was configured during
initial settings.
Step 2 Select Setting > Network > TCP/IP.
The TCP/IP interface is displayed. See Figure 2-2.
Figure 2-2 TCP/IP interface

oo | e

Host Name Camera
Ethemnet Card Wire(DEFAULT) E
Mode @ Static DHCP

MAC Address

IP Version P4 E
IP Address 192 . 168 . 102 . 122
Subnet Mask 286 0 285 0 . D
Default Gateway 192 . 168 . 0 . 1
Preferred DNS g . 8 . 8§ . 8§
Alternate DNS 8. 8 . 4 . 4

| Enable ARP/Ping to set IP address sernvice

Default | | Refresh | | Save

Step 3 Configure relevant information of IP address and then click Save.
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2.2.2 Modifying Several IP Addresses

When there are several devices or the login passwords of devices are the same, you can
modify several IP address at the same time through the ConfigTool.

Preparation

e You have obtained the installation package of ConfigTool. To obtain the installation
package, you can consult technical support staffs.

e You have achieved network communication between PC (which is with ConfigTool) and the
Device.

Procedure

Step 1 Click .

The Modify IP interface is displayed.
Step 2 Click Search Settings.
The dialog box named by "settings" is displayed.
Step 3 Set the network segment of the Device, admin and password. Then click OK.
After the search, the system displays devices that have been searched.
L1
Default user name and password are both admin.
Step 4 Select devices whose IP address needs to be modified and click the icon indicating that
you can modify several IP addresses at one time.
The dialog box of Modify IP Address is displayed. See Figure 2-3.
Figure 2-3 Modifying IP address

Modify IP Address X

Mode ° Static DHCP
StartIP : Same IP
Subnet Mask

Gateway

Selected number of devices: 1 1 OK

Step 5 Select the mode of IP address based on the actuality.
e DHCP mode: When there is a DHCP server in the network, set the Mode as DHCP
and the Device obtains IP addresses from the DHCP server automatically.
e Manual mode: Set Mode as Static and enter Starting IP, Subnet Mask and
Gateway. Then, IP addresses of devices are incrementally modified from the start
IP address.
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N

Select the check box of The Same IP and set the IP addresses of the Devices you
have picked up as the same one.
Step 6 Click OK to finish configuration.

2.3 Logging in Web Interface

After you have modified the IP addresses, you can log in the WEB interface of the Device
through a browser to operate, configure and maintain the Device.

Background Information

To log in the Device in a smooth way, you need to make sure that the PC connected to the
Device satisfies the following requirements. See Table 2-1.

Table 2-1 Recommended PC configuration

PC items Recommended configuration

Operation system = Windows 7

CPU = Intel core i3

Graphics card = Intel HD Graphics

Storage > 2GB

Display = 1024%x768 Resolution

Browser Internet Explorer 9/10/11
Procedure

Step 1 Open browser, enter IP address in the address bar, and then press Enter.
The login interface is displayed. See Figure 2-4.
Figure 2-4 Login

-
Thermal Camera |

Username: | admin

Password: | | Forgot password?

l Login H Cancel I

Step 2 Enter username and password, and click Login.
After the successful login, the Live interface is displayed. See Figure 2-5.
L]
e The default user is admin. The password is the one that was configured during
initial settings.
e It will prompt you to install plug-in for the first system login. Please download and
install plug-in according to the prompt.

Basic Settings 10



e Functions of different devices might vary, and the actual product shall prevail.
Figure 2-5 Live Interface

Thermal Camera

2019-01-07 10:52:26 Mon

603 T

Thermal

L.—_.l

Click Log out on the upper right corner to exit the interface.

2.4 Resetting Password

If you forget the password, you can use the reserved E-mail address to achieve password
resetting.
Step 1 Open IE browser and type the camera’s IP address. Then press Enter.
The Thermal Camera interface is displayed. See Figure 2-6.
Figure 2-6 Logging in the Device

F

Thermal Camera

Username: | admin

Password: | | Forgot password?

l Login ” Cancel I

Step 2 Click Forgot Password?
The Reset the password (1/2) interface is displayed. See Figure 2-7.
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Figure 2-7 Reset the password(1/2)

Reset the password(1/2)

SN: 2C04ABOYAZ00019

QR code:

Note(For admin only):

Option 1. Please download Easy4ip and then from
Me-Settings-Reset device password, scan the left
QR code.

Option 2. Please use an APP to scan the left QR
code to get special strings. And then send the
strings to support_rpwd@global.dahuatech.com

The security code will be delivered to 1***@qq.com

Security code:

| Cancel I |

Step 3 Reset the password.
Scan the QR code, and the security code will be sent to the email address you have

already fulfilled. Type the security code then.

A\

e Reset the password in time when you receive the security code, because the
security code will be invalid within 24 hours.

e If you get security codes twice but do not use them, when you get the security
code for the third time, the system will prompt failure. To solve this problem, you
need to restore your device to default settings or wait 24 hours to get a new one.

Step 4 Click Next.
The Reset the password (2/2) interface is displayed. See Figure 2-8.
Figure 2-8 Resetting the password(2/2)

Reset the password(2/2)

Username admin

Password

Use a password that has 8 to 32 characters, it
can be a combination of letter(s), number(s) and
symbol(s) with at least two kinds of them.

(please do not use special symbols like *™;: &)

Confirm Password

1 Cancel I | Save |

Step 5 Fill in a new password and confirm it.
The password is made up of characters for 8-32 digits and the password must contain
two of the three forms (number, letter, and the common characters. “”. “". %", “.". “&” are
not included.) You should obey the prompt of the password’s security level and set a
password with high security level.

Step 6 Click Save to finish password resetting.
The login interface is displayed.
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3.1 Live

On the Live interface, you can do operations to the real-time surveillance images such as
viewing, taking snapshots and recording videos.

L'_.l

Functions of different devices might vary, and the actual product shall prevail.

Image channel with a box around it is the one that has been chosen. All your operation is
valid only to this channel.

Double-click an image channel and the image channel is displayed in a full video display
area. Double-click the image channel again and the channel will be displayed in a full
screen. Then, right-click the full-screen image and the image returns to its previous state.

3.1.1 Introduction to Live Interface

Click the Live tab, and the Live interface is displayed. See Figure 3-1. In the live interface,
there are five function bars. See Table 3-1.

Figure 3-1 The live interface

Thermal Camera

2 ean ot L

2019-01-07 10:52:26 Mon

603 7T

Thg[rpa\

Table 3-1 Description of function bar

Name Description

Click each function tab in the system menu to go to the

System menu L
corresponding interface.
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No. Name Description

Select bit stream type and streaming protocol when previewing a

video.

e Main Stream: It has large bit stream value and image with high
resolution, but also requires large bandwidth. This option is
normally used for storage and surveillance.

2 Encode bar _ .

e Sub Stream: It has small bit stream value and smooth image,
and requires little bandwidth. This option is normally used to
replace main stream when bandwidth is not enough.

e  Streaming protocol: A network transmission protocol, supports
TCP, UDP and Multicast.

3 Live view For functions and operations of live view bar, see "3.1.2 Function
function bar Bar."

4 PTZ control For details of PTZ control, see "3.2 PTZ."
Adjustment Supports adjusting clarity of video images, displaying intelligent rules,

5 bar of video zooming with focusing at the same time, checking real-time reports.
window See "3.1.3 Window Adjustment” for details.

3.1.2 Function Bar

See Figure 3-2 and Table 3-2 for more details.

I—vJ

Functions of different devices might vary, and the actual product shall prevail.
Figure 3-2 Live view function

Table 3-2 Live view function description

No. | Name Description
1 Regional Click this icon, and click or draw a box on the video image. Then the
focus camera will implement auto focus.
Click m to mark a target on the video image and the default pen
color is red.
2 Mark pen _ u _
Click to switch the pen color from red, green and blue.
LLI
Marks are not carried in video recordings.
Shows alarm output state. Click the icon to force enable or force
disable alarm output.
3 Relay-out Alarm output state description:
e Red: Alarm output.
e Grey: Alarm over.
4 Fixed Click this icon. Then the visible image adjusts its values of zoom and
Focus focus in accordance with values of the thermal image.
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No.

Name

Description

Zoom in

You can zoom in video image with two operations:

e Click the icon to enlarge part of visible light or thermal images.
Right-click to resume.

e Click the icon to zoom a video image by scrolling the mouse.

Snapshot

Click the icon to capture a live image and save it under the path you
have set.

I—-——-l

To check or modify the storage path, see "4.7.2.1 Configuring
Storage Path."

Single-lens
video
recording

Select visible image or thermal image. Then click this icon to start
video recording.

I_v-l

To check or modify the storage path, see "4.7.2.1 Configuring
Storage Path."

Double-lens
video
recording

If you want to record both visible image and thermal image at the
same time, click this icon. And, when you play the videos, videos of
both visible image and thermal image will be played.

Easy focus

I_v_l

Only thermal image supports easy focus.

Click this icon. Then you can see the two parameters of AF Peak and
AF Max.

o AF Peak: The live image clarity value.

e AF Max: The best image clarity value.

The closer AF Peak is to AF Max, the better the focusing effect. Easy
focus will be disabled after five minutes.

Audio

Click the icon to enable or disable audio output.

[

This function is available on select model.

10

\oice
intercom

Click this icon to enable or disable the intercom function.
Please open stereo remix after enable the voice intercom function.

I-—q.p—-l

This function is available on select model.

11

Help

Click to open help document.

3.1.3 Window Adjustment

[l

Functions of different devices might vary, and the actual product shall prevail.
Figure 3-3 Window adjustment (dome camera and PTZ camera)
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3.1.3.1 Image Adjustment

Adjust brightness, contrast, hue and saturation of video images on your web.

L1
For detailed operations, see "4.1.1 Configuring Lens."

7
Click M , and the Image Adjustment interface is displayed at the right side of live interface.
See Figure 3-5.

Figure 3-5 Image adjustment interface

Imange Adjustment

V- @—0—E 54

OE—)—BR s

® B—)—E 54
& B—0)—E 64

Table 3-3 Image adjustment configuration

Icon Function Description
Adjusts the overall image brightness, change the value
ﬁ Brightness when the image is too bright or too dark. The bright and

dark areas will have equal changes.

Change the value when the image brightness is proper
E Contrast )
but contrast is not enough.
E Hue Makes the color deeper or lighter. The default value is
made by the light sensor and is recommended.
. Adjusts color depth. This value doesn’t change the
E Saturation , )
overall image brightness.
Click the icon to reset brightness, contrast, hue and
Reset Reset . .
saturation to their default values.

3.1.3.2 Display of Smart Rules

You can control whether rules information is displayed on surveillance images. It is set by
default that this function is in opening state.

Click to select Enable, and then select Enable to display smart rules and detection box;

select Disable to stop.

3.1.3.3 Zoom and Focus
L1

Zooming and focusing functions are only available on motorized vari-focal devices.
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Adjust focal length of your lens to zoom in or out surveillance images; adjust optical afterfocus
of your lens to improve clarity level of video images.

Click , and the zooming and focusing interface is displayed at the right side of live

interface.
e Select the visible channel and you can zoom, focus and change the aperture.
e Select the thermal channel and you can zoom and focus.

Table 3-4 Zoom and focus description

Parameters | Description

Variable focal Click or B and adjust the optical back focal length of thermal

length .
tunnel to make images more clear.

Auto focus Auto focus.

3.1.3.4 Optical Axis Calibration

Used only for calibrating the device lens when the Device is being debugged in the factory. You
do not need to operate this function.

3.1.3.5 Real-time Reports

Within the set time, record the average temperature of the presets, lines and area that you have
selected.

I—vJ

Only Devices with temperature-measuring function support this function, and the actual product
shall prevail.

Preparation

You have set the temperature measuring rules. For detailed operation, see "4.6.1.1 Configuring
Temperature Measuring Rules."

Procedure

Click m and the real-time reports interface is displayed. Select the temperature-measuring

program and set the time circle. Then the real-time temperature change is displayed. See
Figure 3-6.
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Figure 3-6 Temperature recording area

Thermal Camera

3.1.4 More Functions

3.1.4.1 Real-time Spot Temperature Measuring
LL1

Only devices with temperature-measuring function support this function, and the actual product
shall prevail.

Move the pointer to any position of the video image and click. Then the real-time temperature of
this spot is displayed. See Figure 3-7.
Figure 3-7 Real-time spot temperature measuring

Thermal Camera

3.1.4.2 Laser Ranging
11

e Only device with laser ranging can implement this operation and the actual interface shall
prevail.

e Laser ranging does not perform well to those objects (such as glass and marble) with
strong reflection ability. During laser ranging, select those objects with rough surface as
your target.
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A\

Mind the distance during laser ranging. Less than 50 m will result in a damaged laser.

Click Start Ranging, and the camera starts to measure the distance from itself to the object in
the middle of the image (as indicated with the red cross sign).

3.2PTZ

3.2.1 Bullet Camera

A\

PTZ setting of bullet camera is used for controlling external PTZ device. Connect the Device to
external PTZ through RS-485 port before using this function.

3.2.1.1 Configuring Protocol

If you want to control the external PTZ by your bullet camera, you need to set the PTZ protocol
first and then connect PTZ to your camera.
Step 1 Select Setting > System Management > PTZ Setting.
The PTZ Settings interface is displayed. See Figure 3-8.
Figure 3-8 PTZ settings

Pratocol PELCOD B2
Address 1
Baud Rate 9600 |Z|
Data Bit 8 2
Stop Bit 1 [~
Parity MNone |E|
Default | | Refresh | | Save

Step 2 Configure PTZ parameters. For detailed description, see Table 3-5.

Table 3-5 Parameter description

Parameter | Description
Protocol Matches with the PTZ protocol.
Enter the corresponding device address.

1]

The entered address must be the same with the address configured on the
PTZ; otherwise the PTZ cannot be controlled from the bullet camera.

Baud rate | Configure device baud rate.

Data bit The default is "8".

Stop bit The default is "1".

Parity The default is "none".

Address
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Step 3 Click Save to finish configuration.

3.2.1.2 Configuring PTZ Functions
LL1

e The protocol setting has been completed. For detailed operations about protocol setting,
see "3.2.1.1 Configuring Protocol".

e For images representing the effect of external PTZ, you need to preview on the preview
images of the external PTZ, not on the preview image of the bullet camera.

e The following functions are available only when your bullet camera is connected to the
external PTZ.

3.2.1.2.1 Configuring Scan

The camera scans on the horizontal direction between the left and right borders.
Step 1 Click the PTZ tab and select Scan in the PTZ function setting list.
Figure 3-9 Linear sweep
FTZ Function

Scan

1~255

P Start W Stop

& Set

Set Left

Step 2 Type the scan number and set the left and right border.
1) Through the direction button, move the camera to the left border that you want and
click Set Left.
2) Through the direction button, move the camera to the right border that you want
and click Set Right.
Step 3 Click Start to start scan; click Stop to end it.

3.2.1.2.2 Configuring Presets

By configuring presets, the camera can store parameters such as PTZ’s horizontal angle,
inclination angle, and the lens focal length under the current situation to the Device. If you need
those parameters later, you can quickly adopt them and adjust the PTZ and camera to those
locations.

Step 1 Click the PTZ tab and select Preset in the PTZ Function setting list.

Figure 3-10 Preset
PTZ Function

+ Add
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Step 2 Through the direction button, move the camera to the surveillance direction that you
need.
In the preset box, type the preset number.

N

Range of the preset number is limited by the PTZ protocol.
t Click Add to add a preset.
Step 5 Enter a preset number and click Go to. The camera turns to the corresponding
position.

t

()]
D
w

92
D
N

3.2.1.2.3 Configuring Tour

By configuring tour, you can put the presets to the auto tour to make the camera move back
and forward quickly and automatically according to the presets.

Preparation

You have set several presets.

Procedure

Step 1 Click the PTZ tab and select Tour in the PTZ Function setting list.
Step 2 In the tour typing box, type the tour number.
L]
Range of the preset number is limited by the PTZ protocol.
Step 3 In the preset typing box, type the preset number.
Step 4 Click Add Preset to add a preset in the tour.
Repeat step 3 to step 4 to add several presets in the tour.

1]
Type a preset number and click Delete Preset to delete preset it in the tour group.
Step 5 Type a tour number. Click Start to start touring; click Stop to end it.

3.2.1.2.4 Configuring Patter